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The nature of different risks 

Risk Purpose Manageability 
Strategy risk Make money Medium, high 
Business risk Make money Medium 
Actuarial risk Make money High 
Market risk Make money High 
Credit risk Make money High 
Operational risk Protect earnings Medium 
Reputation risk Protect 

sustainable 
earnings 

Difficult 
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Operational failures? – Peanuts  
• Common thinking is that operational risk will never 

account  for  more  than  20%  of  any  financial  institution’s  
regulatory capital / reserve requirements. 

 
 
 
 
 
 
Operational Risk  
a.k.a.  
Cinderella Risk 
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And anyway... 
• ... insurance companies  

have no operational risk –  
it’s  all  actuarial 
(Quote from a European 
insurance CRO whose identity 
shall be protected here) 
 

• Just because Solvency II does 
not treat OpRisk in as much detail 
as Basel II, does not mean it is 
not there or can be neglected 
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Example: OpRisk at ING Australia 
• ING  Insurance  :  Australia’s  2nd largest fraud 

� 40 year-old Rajina Subramaniam worked for ING 
Insurance in Sydney for 20 years as an accountant. 

� Embezzled AUD 45,000,000 between 2004 and 2010 
by transferring suspense account balances and 
unclaimed client money to personal accounts. 

� Became known throughout Sydney for her lunch-hour 
shopping  spree’s  – in 2009 alone: 

� Chanel (AUD 98,452) 
� Bulgari (AUD 3,300,000) 
� Paspaley – a jeweller (AUD 7,600,000, over and above AUD 

16,000,000 in previous years)  

� Also bought 7 properties in her maiden name. 
� Reason for the fraud: not valued or respected, 

manager delegated everything to her 
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Example: Loss of data / disclosure 
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Example: Broker fraud 
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Can  you  name  a  firm  which….. 

• Failed due to a single market risk event? 
• Failed due to a single credit risk event? 
• Failed due to a single liquidity risk event? 
• Failed due to a single reputational risk event? 
• Failed due to a single operational risk event? 
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• Reserve requirements are a regulatory tool to assess the 
company’s  financial  health. 

• Reserves  do  not  say  anything  about  the  company’s  
management. 

The big misconception 
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The big misconception 

“It is more relevant to understand and manage 
operational risk than to put a regulatory value to it.” 
Dr. Hans-Ulrich Doerig, former Chairman,  
then CRO, Credit Suisse Group 
The RMA Journal, February 2001 
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The big misconception 

“Capital  is  part  of  the  regulatory  tool  kit,  
but only a small part.  For most problems, 
capital  is  not  our  preferred  response” 
Howard Davies, then Chairman, FSA 
Basel Capital Accord Conference, 10th April 
2001 
 



© 2014 RiskBusiness International Ltd. 

The big misconception 

Will common sense triumph over mathematics? Senior 
management must engage properly in assessing risks. They 
cannot treat models as a black box and rely unthinkingly on their 
outputs. This is why any firm applying to us for approval to use its 
own models must convince us that senior management 
understand the outputs and the limitations of models. 
John Tiner, then Chief Executive, FSA  
FT Bankers Awards, 6th September 2005 
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Too big to fail? 
• January 2001:      7th largest US company,  
  Leader in the energy sector 
• December 2001:  Enron filed for bankruptcy 

 
� Poor financial reporting, 

accounting loopholes used to hide 
losses 

� Inside trading 
� Market manipulation 
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All about data 
• Yes, it is all about data ! 
• Data are needed to manage 
• The things you see are the easiest to manage 

� RCSA data create risk awareness 
� Risk indicators provide trends and show exceptions 
� Loss data provide a validation for KRIs 
� Loss data further show risks misjudged in the RCSA 
� Indicator and loss data provide input for scenarios 

 

The RiskBusiness OpRisk IntelliSet enables all sort of data collection 
and aggregation at every level of the organization, thus enabling 
managers at all levels to exert maximum control over the risks in their 
daily as well as their medium term business.  
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Focus on loss data 

Charles Taylor, Office of the Comptroller of the Currency 
then: The Risk Management Association 
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Taylor’s  message 
• It’s  the  low  frequency  /  high  severity  events  we  should  

focus on 
• Unpredictable does not mean unmanageable 
• Look at related yellow indicators to identify an implicit 

red flag 
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From simple to composite KRIs 
• Simple indicators may be  

useful for lower and middle  
managers in their daily work 
 
 

• Senior managers needs a 
broader picture that simple 
indicators cannot provide 

• Composite indicators made 
up of various components 
that influence or correlate 
with each other may provide 
that broader picture. 

, photographers unknown  
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• Are many small things going slightly wrong in one  
area or in related areas?  

• Are things going gravely wrong in any (unrelated but 
similar) area?  
 

Senior management focus 

Basic distinctions 
• Related indicators reflect factors that compound one 

another in their influence on a common underlying risk 
� e.g.: staff turnover and training  

• Unrelated indicators reflect factors that do not impact 
one another 
� e.g.: staff turnover in London and staff turnover in 

New York 

Source: Charles Taylor, RMA 
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Related T-Values are  combined  by  “multiplying”  them: 
 
NB:  green x green = green, because 1 x 1 = 1.  
 
 yellow x yellow can equal yellow or red, because  
 yellows  on average between 1 and square root 2  
 multiply to less than 2, and yellows on average above  
 square root 2 multiply to more than 2 
 
Unrelated T-Values  are  combined  by  taking  the  “maximum”:   
 
NB:  then the combined indicators tells us if anything really serious 
             is happening in any of the covered areas 

Basic principles 

Source: Charles Taylor, RMA 
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Sources of information 
• Internal information: 

� Risk assessment (ORSA) and scenario assessment 
data 

� Internal incidents or loss event data 
� Complaints, audit findings, control breaches and 
“near  misses” 

• External information: 
� Public sources, such as the press and internet 
� Commercial vendors of public information 
� Consortium data, derived from participants pooling 

their internal data together and sharing it 
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Why join a consortium? 

• It is not just about securing external data for use in 
calculating regulatory capital. 

• There are numerous business benefits as well – consider 
the following actual case: 

• Between 2006 - 2010, a mid-sized European firm lost 
€183 million to fraud, 83% of total losses: 
� External fraud : €110 million and 58.6% of total losses, 

average loss per event  €9,000 
� Internal fraud : €73 million and 21.7% of total losses, 

average loss per event  €165,000 
• Management were concerned about the quantum but 

thought they were in line with their peers 
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The benchmark eye-opener 

• The firm decided to join a loss data consortium, pool their 
data and then compare themselves to the industry: 
� Industry fraud data reflected fraud averaged 20.8% of 

total losses over the same period – as compared to 
83% 

� Industry ratio of internal fraud to external fraud was 
17%  to  83%,  the  firm’s  ratio  was  36%  to  64% 

� Industry total loss per €1 billion Gross Income was 
1.67% and fraud comprised 21.03% of that 

� The  firm’s  total  loss  per  €1 billion Gross Income was 
4.12% and fraud comprised 80.2% of that 

• Management was correct to be concerned 
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Value of participation 
• Internal event data is not necessarily always complete 

and can lose relevance over time 
• Internal event data measures what has happened – 

external data highlights what could happen 
• Consortium data is far more relevant and statistically 

more complete than data derived from public sources 
• Data tends to be more homogeneous, mainly because of 

similar business mix, business environment and business 
volumes 

• “Community think”  – working with peers on sound 
practices, standards, classification issues, scaling, new 
concepts and approaches.... 

• Jump start for internal processes 
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ORIC International 
• ORIC has developed event collection, classification and 

reporting standards and taxonomies unique and specific 
to insurance 

• Currently there are 13 active loss data consortia active 
globally 
� 10 of these are country-based banking consortia 
� 2 are global banking consortia 
� ORIC is the only consortium for insurance 

• For further information or to join, please contact: 
Caroline Coombe, CEO of ORIC International 
caroline.coombe@abi.org.uk 
or hansruedi.schuetter@riskbusiness.com  

 

mailto:caroline.coombe@abi.org.uk
mailto:hansruedi.schuetter@riskbusiness.com
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Global ORIC 
data pool 

South 
African 

data pool 

Australian 
data pool 

Argentine 
data pool 

Dutch 
data pool Eastern 

European 
data pool 

United 
States 

data pool 

Canadian 
data pool 

Japanese 
data pool 

Join together 
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ORIC activities 

External 
Data 

Taxonomy 

Benchmarking 

Community 
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Contact Details 
Hansruedi Schütter 
Executive Director  

Telephone +41 - 76 - 558 7632 / +852 - 9837 3644 
Skype schuetter 
E-mail   hansruedi.schuetter@riskbusiness.com  
URL   www.riskbusiness.com 
KRI Library www.KRIeX.org  
ORIC  www.abioric.com   

 

In  its  10th  year  of  publication,  the  financial  services  industry’s  leading    
governance,  Incisive  Media’s  OpRisk  &  Compliance  has  issued  10  awards  for  
initiatives and organizations for their significant contributions over the past 
decade to the discipline of operational risk management.  
RiskBusiness received the award as one of two outstanding solution providers. 
Our Software-as-a-Service solutions enjoy increasing popularity around 
the world, particularly in Emerging Markets.            Contact us for details. 

mailto:hansruedi.schuetter@riskbusiness.com
http://www.riskbusiness.com/
http://www.kriex.org/
http://www.abioric.com/

